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Preface

 In the report, we acknowledge partners who collected data specifically for the MSR or 
who provided data before their official release by printing their logos along with their 
respective charts, maps, or tables.

Last year, the Munich Security Conference (MSC) published – for the first time –  
the Munich Security Report, a digest compiling some of the most interesting 
figures and thought-provoking analyses in key areas of international security. 
We were very encouraged by how well this inaugural effort was received. The 
report has been quoted and referenced by national and international media 
and has found distribution among decision makers, security professionals, and 
the interested public well beyond the circle of MSC participants. Motivated by 
this response, we have again set out to compile the most insightful analyses, 
data, maps, and other materials in order to illuminate major international security 
challenges. Two weeks ahead of the 52nd edition of the Munich Security 
Conference, we are pleased to present the results.

A year ago, we observed that international and regional orders were at significant 
risk of disintegrating. Since then, this risk has only further increased. There is, I 
am afraid, ample reason for pessimism as we enter 2016. Today’s conflicts are 
characterized by a scale and gravity unprecedented since the end of the Cold 
War. Traditional guardians of order are more and more overwhelmed, while 
others have not stepped up – or have acted as spoilers instead. Considering 
the landmark deal with Iran and the Paris climate agreement, there is room for 
cautious optimism that major diplomatic achievements are still possible. But 
managing crises that have increasingly become boundless and borderless 
remains an enormous challenge and is likely to get even more complicated in 
the future.

With this report, we hope to provide an easy-to-consume companion that helps 
bring light into this thickening fog of disorder and a useful conversation starter 
for the debates in Munich and beyond. The report is not meant to show a 
comprehensive picture of the state of affairs in international security, but we think it 
does provide food for thought in critical areas. I take this opportunity to thank the 
numerous renowned institutions, friends, and partners who allowed us to rely 
on their research and data in our report. Without their support, the document you 
are holding in your hands would not have been possible. We welcome your 
feedback to msr@securityconference.de. I hope you will find this a thought-
provoking and stimulating read.

Sincerely yours,

Wolfgang Ischinger
Chairman of the Munich Security Conference
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Boundless Crises, Reckless Spoilers,
Helpless Guardians

Speaking about the EU’s inadequate response to the migrant crisis, the rise of 
nationalism in Europe, and Russia’s aggressiveness, Estonian President Toomas 
Hendrik Ilves recently invoked the ghosts of a horrible past. “We’re entering ‘a  
low dishonest decade,’” Ilves said, referencing W.H. Auden’s “September 1, 1939” 
poem.1 The world, especially as seen from the West, may indeed be in its worst  
shape since the end of the Cold War. Overwhelmed, sometimes helpless guardians 
are faced with boundless crises and empowered, reckless spoilers.

The conflicts and crises that most preoccupy the world transcend and put into 
question borders and boundaries to a stunning extent. Chief among these is the 
war in Syria (and Iraq) with its manifold consequences and implications – from 
Europe’s struggle to find a common solution to the refugee influx to the overall 
dissolution of political order throughout the Middle East.

For reasons that are both structural – a more complicated international system – 
and self-inflicted – an initial neglect of emerging crises – the traditional guardians 
of a liberal international order seem to believe less and less in their ability to shape  
events. They are faced with a growing number of spoilers – some simply emboldened, 
others even reckless – who further destabilize fragmenting orders. What is more, 
while the risk of major interstate war may still be remote, for the first time since the  
end of the Cold War, the escalation of violence between major powers cannot be  
dismissed as an unrealistic nightmare.

To be sure, the past year has seen its share of good news. The part of the global 
population living in extreme poverty has fallen under 10 percent, to 9.6 percent, 
from 37 percent just 25 years ago.2 Moreover, there were at least two diplomatic 
breakthroughs with potentially far-reaching implications: First, steered by brilliant 
diplomacy of the French hosts, the climate talks in Paris led to an agreement that  
many see as path-breaking and that could prevent the most catastrophic 
consequences of man-made climate change. Second, the agreement on the Iranian 
nuclear program, reached by the P5+1 and Iran, prevents both an Iran armed 
with nuclear weapons and military action against its nuclear facilities. Either one  
of these two scenarios could have destabilized the Middle East in ways that make 
today’s turmoil look tame in comparison. But as Richard Haass stressed, with a  
nod to Woody Allen: “If showing up is 80 percent of life, at least 80 percent of 
foreign policy is following up.”3 Whether both agreements will be seen as truly 
historical achievements depends on their implementation and the momentum 
they provide.

Crises Without Borders
“In many regions war and terror prevail. States disintegrate. For many years we 
have read about this. […] But we had not yet sufficiently understood that what 
happens in Aleppo and Mosul can affect Essen or Stuttgart. We have to deal with 
that now,” German Chancellor Angela Merkel said in the fall of 2015.4 For several years, 

“We have to realize that 
the post-Cold War era is 
over. We’re in something 
else now. Peace, love, 
Woodstock, Kumbaya, 
let’s dramatically slash 
defense spending and  
enjoy the peace 
dividend — that’s all 
over.”10

TOOMAS HENDRIK ILVES,  
6 DECEMBER 2015

“No country can manage 
on its own to secure a  
life in peace and pros-
perity. That is why, in 
these difficult times 
above all, we must 
resist the temptation to  
revert to acting as 
nation states. In the 
21st century, closing 
borders is not a 
sensible option.”11

ANGELA MERKEL,  
16 DECEMBER 2015

http://on.ft.com/1XTeOM5
http://on.ft.com/1XTeOM5
http://www.bundeskanzlerin.de/Content/DE/Regierungserklaerung/2015/2015-12-17-regierungserklaerung.html
http://www.bundeskanzlerin.de/Content/DE/Regierungserklaerung/2015/2015-12-17-regierungserklaerung.html
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European publics and leaders, in particular, were willing to overlook the potential 
domestic consequences of turmoil in their Eastern and Southern neighborhoods.

“Our task is to promote a ring of well governed countries to the East of the European  
Union and on the borders of the Mediterranean,” the 2003 EU Security Strategy  
had argued.5 This has turned into a “ring of fire”6 instead. The European security  
and peace order is contested again, and the war in Ukraine remains unresolved. 
From Libya to Iraq, from Mali to Afghanistan, states are failing. Conflict is increasingly 
becoming boundless and borderless. The Ebola outbreak in Western Africa provided 
a glimpse of the consequences a dangerous pandemic could have not only for  
regional but global stability as well. Global information and communication technologies 
are used to spread hateful propaganda, while state actors and private hackers abuse  
the global interconnectedness to their advantage, threatening sensitive public and  
private information or even critical infrastructure from anywhere across the globe. 

With its ample cyber activities and vast network of militants in Europe, the Islamic 
State strikingly epitomizes these threats. And in two other respects as well, today’s  
Middle East exemplifies the boundlessness of conflict. The war in Syria has turned  
into an unconfined regional crisis. In the medium term, it may well put into question  
existing state borders throughout the Middle East. Secondly, the war in Syria has  
been the main driver of the global refugee crisis and has made 2015 the year with  
the most refugees since the end of World War II. This age of forced migration and 
its implications for refugees as well as host countries is another sad symbol of the 
unconfined character of today’s conflicts.

But as conflicts are becoming boundless and the limiting effect of borders further 
decreases, borders are also making a comeback. Since the fall of the Berlin Wall,  
over 40 countries worldwide have erected fences against more than 60 of their 
neighbors, with 15 new walls built in 2015 alone.7 In Europe, the border-free Schengen 
area is under threat. And borders changed by force as well as border disputes –  
from Ukraine to artificial islands in the South China Sea – contribute to a more 
dangerous security environment. 

Helpless Guardians and Reckless Spoilers
Claims of a US retreat may be exaggerated. But in at least two of the defining 
conflicts of our time – Ukraine and Syria – the US has played a less prominent 
role than in previous conflicts. The key diplomatic format to resolve the Ukraine 
crisis – the so-called “Normandy group” – does not include the US. In any major 
European crisis since the end of World War II, such an absence would have been 
unthinkable. And in Syria, the US and its European allies stopped short of intervening 
against the Assad regime although he had crossed the announced “red line” –  
further underlining that the US dog in that fight is rather small. Critics of international 
action in Syria, including German voices, argued in 2011 that an intervention would  
only fuel the conflict and the spread of violence beyond Syria. But in fact, the exact 
opposite happened: the hands-off approach created the conditions both for a 
bloody and increasingly complex civil war, and for today’s regional conflagration, 
including Russian military intervention.

Europe has so far failed to build a credible common foreign and security policy 
as envisaged by the Treaty of Lisbon, with institutional arrangements for decisive 
crisis management action. Instead, Brussels continues to be handicapped by 
multiple major problems: shaky agreement on sanctions against Russia; continuing 
question marks surrounding Greece and the euro; the threat of “Brexit” and of re-

“I know this is a 
dangerous time. But 
that’s not because of 
diminished American 
strength or some 
looming superpower. 
In today’s world, we’re 
threatened less by 
evil empires and more 
by failing states. […] 
And the international 
system we built after 
World War II is now 
struggling to keep pace 
with this new reality. 
It’s up to us to help 
remake that system.”12

BARACK OBAMA,  
12 JANUARY 2016

“The Western-centered 
world order dominated 
by the US has made 
great contributions to 
human progress and 
economic growth. But 
those contributions 
lie in the past. Now 
that same order is like 
an adult in children’s 
clothes. It is failing to 
adjust.”13

FU YING,  
6 JANUARY 2016

https://www.whitehouse.gov/the-press-office/2016/01/12/remarks-president-barack-obama-–-prepared-delivery-state-union-address
https://www.whitehouse.gov/the-press-office/2016/01/12/remarks-president-barack-obama-–-prepared-delivery-state-union-address
http://on.ft.com/1Z5OChN
http://on.ft.com/1Z5OChN
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erected borders; and, maybe most importantly, a resurgence of illiberal right-wing 
nationalism and populism. As Anne Applebaum noted: “If Europe itself becomes 
dysfunctional, then Europe will be incapable of helping anyone else.”8 And then 
Europe will not be able to play a meaningful global role in the future at all.

China is beginning to get more involved in global issues, but yet has a ways to go. 
Instead of becoming a “responsible stakeholder” in the liberal international order, 
Beijing is more likely to focus on parallel structures of international governance, 
which it can shape according to its own preferences. 

Russia under Vladimir Putin has been keen to demonstrate its status as a key 
global player, but its economy tells a different story. Even after many Normandy 
format sessions, the durable settlement of the Ukraine conflict envisaged a year 
ago has not materialized. And in Syria, Putin has demonstrated his determination 
to play a role in any post-Assad Syrian arrangement, without much regard for the 
continuing plight of the Syrian population. The good news is that Russia played a 
constructive role in the nuclear negotiations with Iran, and will hopefully do so again 
as the Vienna talks on Syria resume in 2016. 

In key conflicts today, reckless spoilers have filled the power vacuum resulting 
from the reluctance or withdrawal of actual or potential guardians. In Afghanistan, 
the resurgence of the Taliban undermines progress made over more than a decade,  
prompting Western governments to rethink their withdrawal or reduction plans. In 
countries such as Libya, Mali, or Yemen, groups of local strongmen and Islamist 
extremists, many of whom have pledged allegiance to the Islamic State, have 
blocked progress towards peace or, worse, unleashed more strife.

A Bleak Picture
There is another critical reason why the strategic outlook at the beginning of 2016 
is bleak: tensions between some of the most powerful states have risen.

The crisis in Western-Russian relations continues to be serious. And in light of  
numerous close encounters and military incidents, the risk of unintended escalation 
is undeniable. “The risk of nuclear weapons use in the Euro-Atlantic region is on  
the rise – and it is higher than it has ever been since the end of the Cold War,” a report  
by the Nuclear Threat Initiative found.9 In Asia, increasing Chinese assertiveness –  
most visibly artificially-built Chinese islands in the Pacific – continues to worry its 
smaller neighbors, who wish for a stronger US role in the region. In the Middle 
East, relations between Iran and Saudi Arabia could hardly be worse, absent direct  
military confrontation. Tensions between Turkey and Russia have grown precipitously. 

If any of these crises were to escalate to the point of armed conflict, the current 
challenges we describe in this report may seem manageable compared to a war 
involving major powers.

In short: in 2016, we are likely to witness a period of growing risks, including of  
military confrontation, of uncertainty, and of fundamental transformation – the  
beginning of a more unstable international era. The challenge to leaders and their  
advisors is an urgent one: how to build – or rebuild – more resilient regional and  
global orders, and how to promote and empower the institutional arrangements 
necessary to ensure that the idea of a rules-based global society will not be 
abandoned.

“Europe needs more  
cooperation, integration,  
risk sharing, and solida-
rity. Instead, Europeans 
appear to be embracing  
nationalism, balkani-
zation, divergence, and 
disintegration.”14

NOURIEL ROUBINI,  
6 JANUARY 2016

“Some of the drivers of  
today’s global drift have 
been developing for a  
number of years, and  
most are widely acknow-
ledged. But what is 
striking is that these 
drivers coincide with and  
feed into each other  
in ways that severely  
complicate policy-
making.”15

CHESTER CROCKER,  
2015

http://po.st/iwoXXy
http://po.st/iwoXXy
http://po.st/iwoXXy
http://po.st/iwoXXy
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The hollow alliance: The transatlantic partnership has been the world’s most 
important alliance for nearly 70 years, but it is now weaker, and less relevant, than 
at any point in decades. As US and European paths diverge, there will be no more 
international fireman – and conflicts particularly in the Middle East will be left to rage.

Closed Europe: In 2016, divisions in Europe will reach a critical point as refugees, 
terrorism, and grassroots political pressures pose an unprecedented challenge to 
the principles on which the new Europe was founded. P. S. Don’t underestimate the 
risk of Brexit.

The China footprint: Never has a country at China’s modest level of economic and 
political development produced such a powerful global footprint. Recognition that 
China is a crucial (and unpredictable) lead actor on the world stage will unnerve 
other international players who are not ready for this and do not know how to 
respond to it.

Islamic State and “friends”: The Islamic State is the world’s most powerful terrorist 
organization, it has attracted followers and imitators from Nigeria to the Philippines, 
and the international response to its rise will remain inadequate, misdirected, and  
at cross purposes. 

Saudi Arabia: The Saudis face a growing risk of destabilizing discord within the royal 
family this year, and the kingdom's increasingly isolated status will lead it to act more 
aggressively across the Middle East. The key source of external Saudi anxiety, Iran, 
will soon be free of sanctions.

The rise of technologists: A variety of highly influential non-state actors from the 
world of high tech – from Silicon Valley corporations to hacker groups and retired 
tech philanthropists – are playing a more direct role in international politics, and 
governments have yet to figure out how to deal with them. 

Unpredictable leaders: Russia’s Vladimir Putin and Turkey’s Recep Tayyip Erdogan 
are leaders of an unruly pack that includes Saudi Arabia’s Deputy Crown Prince 
Mohammed bin Salman and to a lesser extent Ukraine’s Petro Poroshenko. 

Brazil: President Dilma Rousseff is fighting to avoid impeachment, and the country’s 
political and economic crisis will worsen in 2016. If the president survives, her 
government will not gain the political boost needed to tackle the country’s growing 
fiscal deficit. If she is ousted, an administration led by Vice President Michel Temer 
will not fare much better.

Not enough elections: Emerging markets underwent a historic cycle of national 
elections in 2014 and 2015, but this year there will be relatively few opportunities for 
their voters to use the ballot box to force change. As slower growth and stagnating 
living standards stoke popular discontent, angry citizens will take to the streets. 

Turkey: President Erdogan will now push to replace the country’s parliamentary 
system with a presidential one. He is unlikely to succeed in 2016, but his political 
aggressiveness will further damage Turkey’s already battered business and invest-
ment climate. 

EURASIA GROUP’S 
TOP 10 RISKS FOR 
2016

Each year, Eurasia Group publishes a list of the top 10 political risk stories for 
the year ahead. 2015 had more than its share of turmoil, but the world in 2016 
is about to become even more volatile. 

These are the risks and trends Eurasia Group believes will matter most this year. 

Source: Eurasia Group16
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China: Doubling Down?

China is becoming a rule-maker and an institution-builder. But the rules it makes 
and the institutions it builds are not those of a liberal international order; they are  
designed to work in parallel to the established architecture.1 The Asian Infrastructure 
Investment Bank – joined by many European states but not the US – may be 
the most prominent example for this, but it is far from the only one.

“Never has a country at China’s modest level of economic and political development 
produced such a powerful global footprint,” Eurasia Group has observed.2 That 
footprint includes large projects in Latin America and Africa. Its centerpiece is  
the “One Belt, One Road” strategy which aims at revitalizing the idea of the old  
“Silk Road” throughout Eurasia by massively upgrading and connecting infrastructures. 
The economic feasibility of many parts of this strategy is in question, not least 
because of China’s domestic economic situation.3 But the ambition is clear: With 
“One Belt, One Road,” an analysis by the Mercator Institute for China Studies finds, 
the Chinese leadership pursues three main goals: economic diversification, political 
stability, and the development of a multipolar global order.4

In 2015, China has also agreed with Russia to link the Eurasian Economic Union 
to the new Silk Road initiative. This came on the heels of their bilateral USD 400 billion  
gas deal. But there are limits to how close their relationship can become. “The  
Chinese-Russian relationship is a stable strategic partnership and by no means a  
marriage of convenience,” writes Fu Ying, who chairs the Foreign Affairs Committee 
of the National People’s Congress. “Nevertheless, China has no interest in a formal 
alliance with Russia, nor in forming an anti-US or anti-Western bloc of any kind. 
Rather, Beijing hopes that China and Russia can [offer] a model for how major 
countries can manage their differences and cooperate in ways that strengthen 
the international system.”5

Managing differences may become increasingly difficult for what is the most 
important interstate relationship of the coming decades, between China and 
the US. Armed conflict between the major “rising power” and the “hegemon” is 
far from preordained. But heightened rhetoric as well as incidents in the South  
China Sea – where China has built artificial islands to buttress its territorial claims 
and rejects the Permanent Court of Arbitration’s authority to rule in a case the  
Philippines brought against China6 – suggest that the relationship may well 
deteriorate. “China’s words have been about peaceful rise, and about defense,” 
US Deputy Defense Secretary Bob Work said recently. “But its actions will be the 
true test of its commitment to peace and stability in the current international order.“7 
States on the Pacific Rim – many of which maintain close economic relations with 
China while relying on their security relations with the US – have not yet been forced 
to choose between the two. And hopefully will not have to do so at all.

“We are dissatisfied and 
ready to criticize. Yet we 
are not ready to propose 
a new design. Earlier 
than we expected, the 
weight of international 
responsibilities is falling 
on Chinese shoulders. 
We need to come up 
with more specific ideas, 
to reassure others and 
advance our common 
interests. And we need  
to get better at communi- 
cating with the world.”8
FU YING,  
6 JANUARY 2016 

“The preeminent geo-
strategic challenge of 
this era is not violent 
Islamic extremists or a 
resurgent Russia. It is  
the impact that China’s  
ascendance will have on  
the US-led international 
order.”9
GRAHAM ALLISON,  
24 SEPTEMBER 2015 

Source: MERICS10
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Source: MERICS10

China

Financial & monetary relations

International Monetary 
Fund

BRICS CRA, ASEAN+3 
CMIM

Crisis liquidity 
provision

World Bank,
Asian Development Bank

AIIB, BRICS bank, 
new financing vehicles 

(i.e. Silk Road Fund)
Long-term financing

US CHIPS, UK CHAPS, 
EU Target2

China International 
Payment System

Global payment 
infrastructures

Global Financial Centres Shanghai Global 
Financial Centre

Financial services 
clusters

VISA, MasterCard, 
Moody's, S&P

China Union Pay, 
Universal Credit Rating 

Group

Credit card networks 
and credit rating

US Dollar, Euro 
transactions RMB InternationalizationUse of international 

currencies

Trade & investment

TPP RCEP, Free Trade Area 
of the Asia-PacificRegional FTAs

TTIP CN-EU/US investment 
agreements

Mega-regional invest-
ment agreements

Eurasian Economic Union, 
US Silk Road Strategy Silk Road Economic Belt

New transport and 
trade corridors in 

Eurasia

Dialogue & diplomacy

G7/G8 BRICS SummitsCore international 
groupings

Asian Regional Forum, 
EAS, Shangri-La Dialogue

CICA, Shanghai 
Cooperation Organization, 

Xiangshan Forum

Regional security 
forums and dialogues

World Economic Forum, 
Internet Governance 

Forum

Bo'ao Forum, World 
Internet Conference

Global forums and 
conferences

EU/US-driven regional 
forums

FOCAC, China-CELAC, 
CEEC 16+1

Sponsored regional 
cooperation 
framework

Established organizations 
and mechanisms

Acronyms: CRA (Contingency Reserve Arrangement), CMIM (Chiang-Mai Initiative Multi-
lateralization), AIIB (Asian Infrastructure Investment Bank), RCEP (Regional Comprehensive 
Economic Partnership), EAS (East Asia Summit), CICA (Conference on Interaction and 
Confidence Building in Asia), FOCAC (Forum on China-Africa Cooperation), CELAC
(Community of Latin American and Caribbean States), CEEC (Central and Eastern 
Europe Countries).

China-centered 
counterparts

IS CHINA BUILDING A 
PARALLEL ORDER?

http://www.merics.org/en


12

MUNICH SECURITY REPORT 2016

Source: IHS Jane’s12
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Source: ...
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Iran: Dealt a Strong Hand? 

“[F]or America negotia-
tions with the Islamic 
Republic of Iran means  
penetration. [...]  
Negotiation with America 
is forbidden, because of 
its countless detriments 
and because of alleged 
advantages of which it 
has none whatsoever.”5

AYATOLLAH ALI KHAMENEI, 
7 OCTOBER 2015

KEY FEATURES AND 
PROVISIONS OF THE 
JCPOA (JULY 2015)

• Reduces Iran’s stockpile of enriched uranium from 10,000 to 300 kg for 
15 years and caps enrichment level to 3.67 percent for 15 years.

• Reduces Iran’s centrifuges by two-thirds for ten years.
• Reconfigures the Arak reactor, ships all spent fuel from the reactor out 

of the country, and bans reprocessing of spent fuel for 15 years.
• Requires the implementation of the NPT Additional Protocol, allowing 

increased access by UN inspectors, including to military installations.
• Requires Iran to provide notification and details on future plans to build 

nuclear facilities.
• Monitors Iran’s uranium supply chain for 25 and the centrifuge production 

chain for 20 years and restricts the purchase of nuclear material and 
equipment through a monitored procurement channel. 

• Requires a UNSC resolution to continue the lifting of sanctions. 

Ending a 12-year standoff over Iran's nuclear program, the “Joint Comprehensive 
Plan of Action” (JCPOA) was widely seen as a critical diplomatic breakthrough. It 
established the most rigorous nuclear verification mechanism ever negotiated 
and rolled back the most extensive sanctions regime ever imposed. “From our 
point of view, the agreed-upon deal is not the final objective but a development 
which can and should be the basis of further achievements to come,” Iran’s 
President Hassan Rouhani said in September 2015.1 Other critical actors in 
Tehran, however, have stressed that the deal on Iran’s nuclear program should not 
be misunderstood as the beginning of an overall shift in Iran’s engagement with 
the world.

Some Western leaders have attempted to tread a line between touting the 
historic nature of the deal while downplaying what it might mean for relations 
with Iran. “We’re not measuring this deal by whether we are solving every 
problem that can be traced back to Iran,” US President Obama argued.2 

But the deal could facilitate Iran’s rise without moderating the country’s foreign 
policy. It may well help Iran further step up its destabilizing activities, including in 
Syria and Yemen, as a result of the windfall it can expect when sanctions end 
and international companies move back in. And the Gulf countries, in particular,  
are worried that a strengthened Iran, often in concert with Russia, could significantly 
alter the regional balance of power in its favor. As German Foreign Minister Frank-
Walter Steinmeier put it at the MSC’s Core Group Meeting in Tehran last fall: “In the 
best of all cases, Iran can become a responsible partner in solving [the region’s] 
crises. Some guests in this room will doubt this, and many more outside of Iran 
doubt it, too. It is up to the Iranians to prove them wrong.”3

Source: International Crisis Group4

+5.8% 
Projected real GDP 
growth in 2016, 
compared to 1.9% GDP 
growth in 20156

WORLD BANK,  
SEPTEMBER 2015

http://english.khamenei.ir/news/2194/Leader-s-speech-in-meeting-with-commanders-and-personnel-of-Islamic
http://english.khamenei.ir/news/2194/Leader-s-speech-in-meeting-with-commanders-and-personnel-of-Islamic
http://www.worldbank.org/content/dam/Worldbank/GEP/GEP2016a/Global-Economic-Prospects-January-2016-Spillovers-amid-weak-growth.pdf
http://www.worldbank.org/content/dam/Worldbank/GEP/GEP2016a/Global-Economic-Prospects-January-2016-Spillovers-amid-weak-growth.pdf
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* Numbers from 2014 (Iran, Kuwait) or 2013 (Lebanon, Qatar, UAE)
** Estimated numbers   *** Includes US foreign military assistance 
Source: The International Institute for Strategic Studies8

Opinion poll, September 2015, percent

Source: CISSM & IranPoll.com7
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Defense spending, 
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Bahrain*** 5.0
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4.4

18.6

6.4

1.6

13.9
4.8
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9.9
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WHAT IRANIANS 
THINK: WILL RELATIONS  
WITH THE EU/US 
IMPROVE AFTER THE  
VIENNA AGREEMENT?

NATIONAL DEFENSE 
SPENDING AND 
ARMED FORCES IN 
THE MIDDLE EAST

https://www.iiss.org/en/publications/military-s-balance
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Russia: Going South?

“It's not about Russia's ambitions, dear colleagues, but about the recognition of 
the fact that we can no longer tolerate the current state of affairs in the world,”1 

Russian President Putin said in his 2015 address to the UN General Assembly.
Two days later, Russia entered the Middle Eastern fray with the launch of its air 
campaign in Syria. 

In 2014, one goal of Russia’s intervention in Ukraine was to forcibly ensure a 
lasting say for itself in Ukraine’s future. Today, Russia’s bombing campaign in 
Syria aims to rule out that there will be a solution to the Syrian civil war against 
its interests.

Remarkably, Russia’s intervention has also helped break its isolation over Ukraine. 
Following the Paris attacks, French President Hollande stressed he was “convinced 
that Russia could play a great role”2 in defeating the Islamic State and in bringing 
a political solution to Syria. 

Some have argued that this rapprochement has been yet another example of  
Russia’s tactical savvy and resurgence on the international stage. But while most 
Western governments are willing to cooperate with Russia on Syria and the Islamic 
State, few are ready to make concessions on Ukraine in exchange. The new 
buzzword is “compartmentalization.”3 Moreover, polls show that the citizens of 
many of Russia’s neighbors, above all Ukraine, are very critical of the Russian 
leadership. Even traditionally non-aligned countries are now considering a NATO 
membership.4 It is difficult to argue that these are the results of a successful  
Russian foreign policy.

Domestically, too, Russia’s new assertiveness is built on shaky ground. As a result  
of plunging oil prices, a lack of economic modernization and the consequences 
of Western sanctions, Russia faces “by far the most severe crisis [it] has experienced, 
even if you compare it to 1998 and 2008,”5 says Irene Shvakman, director with  
McKinsey in Moscow. Putin himself has acknowledged that “by changing nothing, 
we [Russia] will run out of reserves and the economic growth rates will linger 
around zero.”6 In light of this economic slump, how long will Russia be able to  
sustain its ambitious and costly military modernization project? “Turn off Russian 
television and Mr. Putin’s achievements start to fade,”7 The Economist argues.

But so far, Putin’s new social contract – promising Russian greatness in exchange 
for economic hardship and curtailed civil liberties – still is a winning model. 89 percent  
of Russians may think that the government’s response to the economic crisis was  
“mediocre” or “poor”.8 But 68 percent of Russians said they were proud of Russia’s  
political influence in the world – compared to a mere 26 percent in 1996.9 However,  
if and when the economic and social situation further deteriorates, the need for 
new foreign policy adventures may further increase as well. 

“Rather than bringing 
about reforms [in the 
Middle East and North 
Africa], an aggressive 
foreign interference has 
resulted in a brazen 
destruction of national 
institutions and the 
lifestyle itself. […]  
I cannot help asking 
those who have caused 
the situation, do you 
realize now what you've 
done?”10

VLADIMIR PUTIN,  
28 SEPTEMBER 2015 

“In fact, breaking the 
rules without being 
punished is the Kremlin’s 
peculiar definition of 
being a great power.”12   
IVAN KRASTEV,  
12 AUGUST 2015

-3.8% 
Russia’s real GDP 
growth in 201511

WORLD BANK,  
JANUARY 2016

http://wpo.st/Uie31
http://wpo.st/Uie31
http://nyti.ms/1P4EDVW
http://nyti.ms/1P4EDVW
http://data.worldbank.org/country/russian-federation
http://data.worldbank.org/country/russian-federation
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Source: The International Institute for Strategic Studies15

Source: IHS Jane's14

Source: Gallup13
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Tactical combat aircraft fleet, number of aircraftModernization of 
the Russian 
Aerospace Forces

211

749

262*

312*

1,030

408*

1,030

312*

310*

1,060

456*

100

Budgetary pressures and development and delivery delays mean that, while the Russian 
Aerospace Forces have benefited considerably from the country’s 2011-20 State Armament 
Program (GPV), not all of the program’s targets will be met. Purchases of the Sukhoi T-50 next 
generation combat aircraft were reduced from the 55 originally planned to 12 aircraft. As a 
result, more legacy aircraft will be operated in 2020. Russia is also modernizing its air-launched 
weapons to complement its aviation ambitions, with projects including the Vympel R-77-1 
active radar-guided medium-range missile and the R-37M long-range air-to-air missile.

Planned under 
the GPV
2011-20

End of 2014

Selected new-build aircraft include:
Sukhoi T-50; Su-35S; Su-34; Su-30SM;
Su-30M2

Selected upgraded aircraft 
include: Su-27SM2/SM3; MiG-31BM;
Su-25SM2/SM3

Selected legacy aircraft include: 
Su-27; MiG-29; Su-24M

Accounting for 
delays to the 
GVP 2011-20* Estimate

MODERNIZATION 
OF THE RUSSIAN 
AEROSPACE FORCES

WHAT CITIZENS 
OF FORMER 
EASTERN BLOC 
COUNTRIES THINK: 
DO YOU APPROVE 
OF THE RUSSIAN 
LEADERSHIP’S JOB
PERFORMANCE?

HOW HAVE RUSSIA’S 
BUDGET PRIORITIES 
SHIFTED?

https://www.iiss.org/en/publications/military-s-balance
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Islamic State: Daeshing Terror

“[Daesh] has the wealth 
of a state, the ambition 
of an imperial power, 
and an enemies list that 
reads like the roll call of 
the United Nations. It’s 
Al Qaeda with even less 
of a conscience, more 
manpower, and way 
more money.”7
WILL MCCANTS,  
16 NOVEMBER 2015

“Let France and those 
who walk in its path know 
that they will remain 
on the top of the list of 
targets of the Islamic 
State […] as long as they 
lead the convoy of the 
Crusader campaign, 
and dare to curse our 
Prophet […] and are 
proud of fighting Islam in 
France and striking the 
Muslims in the land of 
the Caliphate with their 
planes […]. This attack 
is the first of the storm 
and a warning to those 
who wish to learn.”8
DAESH COMMUNIQUE,  
15 NOVEMBER 2015

A mere two years ago, the Islamic State (“Daesh” in a loose Arabic acronym for 
ISIL – Islamic State of Iraq and the Levant) was widely seen as Al Qaeda’s weaker 
little brother. In January 2014, US President Barack Obama famously compared 
the terrorist group to a junior sports team that just pretended to be the real deal.1

Today, it is likely the best-financed terrorist franchise in history2 and poses an 
“unprecedented threat to international peace and security,” according to a UN 
Security Council resolution.3 Capitalizing on failing states and power vacuums, 
Daesh runs a proto-state controlling wide swaths of Syria and Iraq. Moreover, the 
group has declared provinces of its caliphate in numerous states from Algeria to 
the Caucasus and Afghanistan. It has secured the allegiance of leading jihadist 
groups including Boko Haram, and with the attacks in Paris and, allegedly, Istanbul, 
Daesh has also shown its ability to carry out elaborate strikes against the West. 

In addition to its territorial conquests and its network of potential militants in 
many cities, Daesh has a grasp of digital spaces never displayed by jihadist 
groups before. From social media platforms over private chatrooms to encrypted 
messaging systems, the group is taking advantage of a networked world for its 
sophisticated digital recruitment and propaganda operations. Moreover, studies 
suggest that the flow of foreign fighters to join Daesh in Iraq and Syria remains 
solid, in spite of international efforts to curtail it. The average rate of fighters who 
return to the West is estimated to be 20 to 30 percent of those who originally 
left.4 Some of them may well be disillusioned, but others remain committed to 
Daesh’s cause and the idea it represents.

“We have not defeated the idea. We do not even understand the idea,” Major 
General Michael Nagata, then US Special Operations commander in the Middle 
East, admitted in mid-2014.5 Today, the understanding has somewhat increased, 
but crucial questions remain. These include: why was Paris struck, and does this mean  
a shift in Daesh’s strategy? The strategic literature revered by Daesh militants suggests 
conflicting reasons for attacks in the West.6 Is the rationale to have crusaders “pay 
the price” for their actions against Daesh, or is it mostly an act aimed to inspire other 
would-be jihadists? Are the attacks meant to drag the West into a ground war, or are 
they meant to persuade the West to stay out of a war with Daesh?

Whatever Daesh’s intent, the West’s answer is somewhere in between. Nobody 
is willing to commit to very costly and risky ground operations in what is largely 
Sunni territory. While the Paris attacks did galvanize support for a sustained air 
campaign, weakening Daesh from the air does not make for a coherent strategy. 
Most countries have a genuine interest in defeating Daesh, but for key regional 
players it is not necessarily a priority in the Syrian quagmire. And this is not the 
only critical impediment to sustained successes against Daesh; it is very unlikely 
that the group and its proto-state can be defeated in the absence of a settlement 
of the civil war in Syria. 

http://foreignpolicy.com/2015/11/16/how-the-islamic-state-declared-war-on-the-world-actual-state/
http://foreignpolicy.com/2015/11/16/how-the-islamic-state-declared-war-on-the-world-actual-state/
https://ent.siteintelgroup.com/Statements/is-claims-paris-attacks-warns-operation-is-first-of-the-storm.html
https://ent.siteintelgroup.com/Statements/is-claims-paris-attacks-warns-operation-is-first-of-the-storm.html
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Source: IHS Jane’s Terrorism & Insurgency Centre (JTIC)10

ISIS

Source: IHS Jane’s Terrorism & Insurgency Centre (JTIC)9
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ISIS

Source: Berger, CTC Sentinel12

Source: Cohen, Foreign Affairs11 
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disseminating content. Although its numbers are 
small, its operations are highly organized”
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digital operations
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Urgency
“The (Sunni Arab) Muslims are 
being slaughtered now.”

Agency
“It is up to you, the Muslim viewer, 
to do something now to save the 
Muslims.”

Authenticity
“The seemingly authentic black 
flag, the savage videos, and the 
black dress all reinforce the 
message that this is the unvar-
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Victory
“Further proof of ISIS’s divinely 
sanctioned authenticity is that it is 
‘here to stay and growing.’”
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ISIS

Opinion poll, spring 2015, percent

Source: Pew Research Center14

66

Indonesia

Lebanon

84

100

73 8

Nigeria

Turkey

14

79 4

Palestinian Territories 6

Jordan 94 3

Malaysia 64 11

Unfavorable Favorable

Source: The Soufan Group15

Number of foreign fighters per region of origin (current, past, and those who have died)

North America

Balkans

Western Europe

Former Soviet Republics

5,000

Maghreb

280

8,000

8,240

Southeast Asia 900

875

4,700

Middle East

Source: The Soufan Group16

300

125

760470

220

87

760

300

133

1,700

Sweden

Germany

Austria

Italy

France

Spain

UK

Belgium

Denmark

Netherlands

Number of foreign fighters per country of origin (current, past, and those who have died)WHAT ARE THE TOP 
EU COUNTRIES OF 
ORIGIN FOR FOREIGN 
FIGHTERS IN IRAQ 
AND SYRIA? 

WHAT ARE ATTITUDES 
TOWARDS DAESH IN  
SELECT COUNTRIES 
WITH SIGNIFICANT 
MUSLIM POPULATION?

WHERE DO FOREIGN 
FIGHTERS IN SYRIA 
AND IRAQ COME 
FROM?



MUNICH SECURITY REPORT 2016



MUNICH SECURITY REPORT 2016

Places



24

MUNICH SECURITY REPORT 2016

Eastern Europe: (The) Curtain Calls?

Snap exercises involving tens of thousands of soldiers, close encounters between 
NATO and Russian aircraft, submarine hunts, thinly veiled nuclear threats – what reads 
like a Cold War script is part of a description of the security situation in Europe 
in 2015. In the absence of crisis management mechanisms, there is a real risk of 
further escalation. 

Some Western leaders, including NATO Secretary General Jens Stoltenberg, have 
called for new standards and increased transparency in order to reduce that risk. 
As Stoltenberg stressed: “The reality is that the rules-book of European security is 
out of date. […] We should not sleep-walk into unintended escalation.”1 Some Allies 
have also pushed for a revitalization of the NATO-Russia Council, emphasizing the 
need for reengagement with Russia.2 Still others think that too strong an emphasis 
on NATO’s Eastern borders could be dangerous in the long run. 

At the same time, the Allies on NATO’s eastern flank insist on a stronger NATO  
footprint on their soil, and they fear that other members are ready to make 
concessions to Russia before the Russian government changes its behavior. They 
went so far as to hold a proper summit in Bucharest to coordinate their position.3 

The ongoing discussion about issues such as a “permanent” or “persistent” presence  
in the East may be a debate about pseudo-problems.4 But many experts doubt that  
NATO could effectively defend the Baltic States.5 Conflicting positions on reassurance 
and deterrence on the one hand and reengagement with Russia on the other may 
become the most divisive issues in the run-up to NATO’s Warsaw summit in July 2016.

Russian assertiveness in the region has also sparked domestic debates about  
NATO membership in both Finland and Sweden. Should they accede to the  
Alliance, the division of Europe, which is already reflected in the different narratives 
of the crisis, would also be institutionally cemented into a NATO-/EU-based 
Western camp, a Russian camp, and very few countries in the middle. If the 
current situation deteriorates, Eastern Europe might witness the emergence of 
a new kind of Iron Curtain at the NATO-Russian border and a cordon consisting 
of those few countries “in between,” whose security status and economic 
relationships remain contested. 

Ukraine, in particular, remains stuck in the middle. Should Minsk be implemented 
swiftly, this would help lead to a thawing of Western-Russia relations and could 
offer the German OSCE presidency an opening for further diplomatic initiatives. 
But Russia seems unlikely to loosen its grip on Ukraine, while the EU is reluctant 
to offer large-scale financial or political support beyond the free-trade agreement. 
This is also due to increasing skepticism regarding the Ukrainian willingness to 
reform. Many Western politicians are calling for serious efforts to fight “the cancer 
of corruption” as US Vice President Biden stressed in his speech in the Rada 
when he warned the parliamentarians not to miss another chance to “build a 
united, democratic Ukrainian nation that can stand the test of time.”6

“NATO is supposed to 
be here to protect the 
alliance. […]  If Poland 
and other central 
European countries 
constitute the real flank 
of NATO, then it seems 
natural to me, a logical 
conclusion, that bases 
should be placed in 
those countries.”7 
ANDRZEJ DUDA,  
AUGUST 2015 

“Moscow has always 
said that the continued 
expansion of NATO, of  
NATO military infrastruc-
ture in the east, cannot 
but lead to a response 
from the east, that is 
from Russia.”8 
DMITRY PESKOV,  
2 DECEMBER 2015

“This crisis can be 
resolved only through 
a robust process of 
active diplomacy. […] 
This must be done in a 
way that reaffirms the 
Helsinki Final Act and 
the Charter of Paris.”9 
PANEL OF EMINENT 
PERSONS ON EUROPEAN 
SECURITY,  
DECEMBER 2015

http://on.ft.com/1Wlmvwn
http://on.ft.com/1Wlmvwn
http://on.ft.com/1NqHLgM
http://on.ft.com/1NqHLgM
https://www.securityconference.de/en/discussion/european-security-as-a-common-project/
https://www.securityconference.de/en/discussion/european-security-as-a-common-project/
https://www.securityconference.de/en/discussion/european-security-as-a-common-project/
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MILITARY ACTIVITIES 
IN EASTERN EUROPE

 Selected Russian military exercises
   Troops involved: 
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   > 50,000
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Source: Munich Security Conference13

Source: Munich Security Conference12

What is your 
evaluation of NATO's 
response to the more 
hostile security 
environment in 
Europe since early 
2014 (survey among 
European defense 
leaders, September 
2015)?

By 2020, what will 
NATO's posture in its 
Eastern member 
states look like 
(Survey among 
European Defense 
Leaders, September 
2015)?

Survey among European defense leaders, September 2015, percent

Survey among European defense leaders, September 2015, percent

NATO has found an
appropriate response

51

15 NATO has not 
done enough

34

NATO has gone too far

11

A persistent presence similar
to today’s status quo 29

50 A persistent presence,
but one that is more
robust than today

A permanent presence
A reduced presence,
when compared to today

10

WHAT WAS AGREED 
IN THE NATO-RUSSIA 
FOUNDING ACT 
(1997)?

“NATO reiterates that in the current and foreseeable security environment, 
the Alliance will carry out its collective defense and other missions by ensuring  
the necessary interoperability, integration, and capability for reinforcement  
rather than by additional permanent stationing of substantial combat forces.  
Accordingly, it will have to rely on adequate infrastructure commensurate 
with the above tasks. In this context, reinforcement may take place, when 
necessary, in the event of defense against a threat of aggression and  
missions in support of peace consistent with the United Nations Charter  
and the OSCE governing principles, as well as for exercises consistent with  
the adapted CFE Treaty, the provisions of the Vienna Document 1994 
and mutually agreed transparency measures. Russia will exercise similar 
restraint in its conventional force deployments in Europe.”

Source: NATO-Russia Founding Act11

WHAT IS YOUR 
EVALUATION OF 
NATO’S RESPONSE 
TO THE MORE 
HOSTILE SECURITY 
ENVIRONMENT IN 
EUROPE SINCE  
EARLY 2014?

WHAT WILL NATO'S 
POSTURE IN ITS 
EASTERN MEMBER 
STATES LOOK LIKE 
BY 2020?
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Source: European Leadership Network14

Select Military Incidents 
and Close Encounters 
between Russia and 
EU/NATO countries

As logged by the European Leadership Network (ELN) in 2014/15

3 Mar 2014

Near-collision 
between SAS 
airliner and Russian 
reconnaissance 
aircraft due to the 
latter’s not broad-
casting its position.

States involved: 
Denmark, Russia

9 May 2014

Abduction of an 
Estonian security 
service operative 
by Russian agents 
on NATO territory. 
Raid involved 
communications 
jamming and 
smoke grenades.

States involved: 
Estonia, Russia

Jun 2014

Armed Russian 
aircraft approached 
the heavily popu-
lated Danish island 
of Bornholm before 
breaking off in what 
appears to have 
been a simulated 
attack.

States involved: 
Denmark, Russia

28 - 30 Oct 2014

Massive surge of activity 
of Russian aviation along 
NATO borders, including 
long-range bombers over 
the North Sea, Atlantic, 
and the Black Sea, as 
well as big formation of 
fighters and bombers 
over the Baltic Sea.

States involved: 
Russia

1 2 3 4

12 Dec 2014

Near-collision 
between Russian 
military jet, flying 
without using its 
transponders, and 
Swedish commer-
cial airliner.

States involved: 
Sweden, Russia

64 Dec 2014

US warship USS 
Cook harassed by 
unarmed Russian 
aircraft, which 
made twelve 
passes, in the 
Black Sea.

States involved: 
US, Russia

5 Mar 2015

Russian fighter-
bombers using 
NATO warships in 
the Black Sea to 
practice attack 
scenarios.

States involved: 
Russia, US, Turkey

7 24 Nov 2015

Russian SU-24 bomber 
shot down by Turkey in 
the Turkish-Syrian 
border region. First live 
military clash between a 
NATO state and Russia 
since the Cold War.

States involved: 
Russia, Turkey

8

1
2

3

4

6

5
7

8

4

4

SELECT SERIOUS 
MILITARY INCIDENTS  
AND CLOSE 
ENCOUNTERS IN  
EUROPE

The management of close military encounters
Against the backdrop of wide mistrust and tension in the NATO-Russia 
relationship, these incidents have the potential to trigger a major crisis. 
There is currently no agreement between NATO and Russia on how to 
manage such close encounters effectively. Eleven NATO countries have 
bilateral agreements with Russia (the US, the UK, Germany, France, Italy, 
Norway, Spain, the Netherlands, Canada, Portugal, and Greece). Turkey 
does not. All these agreements stem from the Cold War. They mostly focus 
on the management of incidents at sea and are modeled on the original 
US-Soviet 1972 Agreement on the Prevention of Incidents on and over the 
High Seas. They have not been effectively updated or extended in any way 
to meet wider current challenges in the air, land, or cyber domains.

http://www.europeanleadershipnetwork.org/
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 “The strengthening of Russia comes amid new national security threats of 
complex and interrelated character. The Russian Federation’s independent  
foreign and domestic policy prompts the opposition of the US and its 
allies, which are striving to maintain their dominant position in the world. 
Their deterrent policy towards Russia envisages the exertion of political, 
economic, military, and information pressure. […] The expansion of NATO  
force potential and its endowment with global functions, achieved through 
the violation of international legal norms, the bloc’s military activation, its  
continued expansion, and the approach of its military infrastructure towards  
Russian borders, all create a national security threat.”

NATIONAL SECURITY 
STRATEGY OF THE 
RUSSIAN FEDERATION 
(DECEMBER 2015)

Source: The Kremlin17

 man toll of the 
  Ukraine (end of 

r 2015)

Source: IHS Jane’s16

Source: OHCHR; OCHA15

Development of 
Russia’s defense 
spend?

Reluctant Allies? What 
citizens of NATO 
member states think: 
If Russia got into a 
serious military 
conflict with a NATO 
ally, should our 
country use military 
force to defend that 
country (Spring 
2015)? 
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“Escalating challenges to cybersecurity, aggression by Russia, the accelerating 
impacts of climate change, and the outbreak of infectious diseases all give  
rise to anxieties about global security. […] In the realm of inter-state conflict,  
Russia’s violation of Ukraine’s sovereignty and territorial integrity – as well 
as its belligerent stance toward other neighboring countries – endangers 
international norms that have largely been taken for granted since the end 
of the Cold War. […] We are reassuring our allies by backing our security 
commitments and increasing responsiveness through training and exercises,  
as well as a dynamic presence in Central and Eastern Europe to deter further  
Russian aggression.”

NATIONAL SECURITY 
STRATEGY OF THE 
UNITED STATES 
(FEBRUARY 2015)

NATO EUROPE 
DEFENSE SPENDING 
IN 2015 – MEETING 
THE 2% OF GDP 
TARGET?

Source: The White House20
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NATO Europe 
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2015 – Meeting the 
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National Security 
Strategy of the United 
States (February 
2015)
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Cumulative additional spending required in 
2015 to meet 2% of GDP target: USD 97 bn

NATO 2% of
GDP target
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WHAT CITIZENS 
OF NATO MEMBER 
STATES THINK: IF 
RUSSIA GOT INTO A 
SERIOUS MILITARY 
CONFLICT WITH A 
NATO ALLY, SHOULD 
OUR COUNTRY USE 
MILITARY FORCE 
TO DEFEND THAT 
COUNTRY? 

https://www.iiss.org/en/publications/military-s-balance
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Africa: Keeping P(e)ace?

In Africa, promising progress and substantial achievements continue to side with 
frustrating reversals and worrying trends. Many of the continent’s 54 countries 
have seen solid rates of growth and meaningful economic reforms. Middle 
classes continue to grow and more and more countries meet development 
goals in areas such as education, health, and agricultural output. Extreme 
poverty, while still high, has been cut by 40 percent since 1990 in Sub-Saharan 
Africa.1 The increasing willingness and capacity of African institutions such as 
the African Union and regional economic communities like ECOWAS to tackle 
the continent’s problems as well as recent landmark agreements, including 
those of the United Nations Sustainable Development Summit and the COP 21 
Conference on Climate Change in Paris, also bode well for Africa. 

At the same time, there remain large obstacles to building and keeping peace –  
and to keeping pace with stunning demographic trends. In most countries of 
Sub-Saharan Africa, the median age is below 20, and governance institutions 
and infrastructures are hardly prepared to keep up with this youth bulge. With 
the continent’s population expected to double in the next thirty years, hundreds 
of millions of jobs will have to be created to avoid discontent, radicalization, and, 
ultimately, insecurity. As US President Barack Obama pointed out during his 2015 
visit to Ethiopia, “we need only to look at the Middle East and North Africa to see  
that large numbers of young people with no jobs and stifled voices can fuel 
instability and disorder. I suggest to you that the most urgent task facing Africa 
today and for decades ahead is to create opportunity for this next generation.”2

Pervasive poverty, growing inequality, climate-driven migration, and rapid urbanization 
complicate this task – as does the prevalence of conflict throughout the continent. 
Africa continues to host eight out of the ten largest ongoing peace operations. 
Electoral violence and unconstitutional changes of government remain common, 
and numerous protracted conflicts unresolved. Northern Africa has not yet recovered 
from its failed or incomplete popular uprisings. Furthermore, across parts of 
the continent, home-grown jihadist terrorism is taking an increasing death toll, 
with Islamic State-affiliated Boko Haram responsible for more deaths than any 
other terrorist group in 2015, including the Islamic State proper.3 Moreover, in 
critical regions, there has been rapid growth of illicit activities such as human, 
arms, and drugs trafficking. For the Sahel, a report by the International Crisis 
Group observed in June 2015: “Borders are porous, government reach limited. 
Populations and unemployment are soaring” – a “perfect storm of actual and 
potential instability.”4

Amid continuing signs of economic and political progress, the dual challenges of 
keeping peace and keeping pace are thus not bound to get any easier in 2016.

“African societies are 
changing. We see that  
young people especially 
are calling for more  
participation in business 
and politics. The youngest 
population in the world – 
in some countries the 
average age is under 
18 – is often looking at 
the oldest presidents.”5 
FRANK-WALTER 
STEINMEIER,  
7 SEPTEMBER 2015

“The growth in Africa’s 
working-age population 
will be relentless and 
inevitable. Will that growth  
produce a demographic 
dividend or a demo-
graphic disaster? The 
answer is up to Africa’s 
policy makers – today.”6  
WORLD BANK/AGENCE 
FRANÇAISE DE 
DÉVELOPPEMENT,  
22 OCTOBER 2015

“No region has done 
less to contribute to the 
climate crisis, but no 
region will pay a higher 
price for failure to tackle 
it.”7 
KOFI ANNAN, 
JUNE 2015

http://www.auswaertiges-amt.de/EN/Infoservice/Presse/Reden/2015/150907_AfricanBusinessSummit.htm
http://www.auswaertiges-amt.de/EN/Infoservice/Presse/Reden/2015/150907_AfricanBusinessSummit.htm
http://www.auswaertiges-amt.de/EN/Infoservice/Presse/Reden/2015/150907_AfricanBusinessSummit.htm
http://app-cdn.acwupload.co.uk/wp-content/uploads/2015/06/APP_REPORT_2015_FINAL_low1.pdf
http://app-cdn.acwupload.co.uk/wp-content/uploads/2015/06/APP_REPORT_2015_FINAL_low1.pdf
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MONUSCO
Mission de l’ONU
pour la Stabilisa-
tion en RD Congo
20,624

MINUSCA
UN Multidimensional 
Integrated Stabilization 
Mission in the Central 
African Republic
11,268

UNMISS
UN Mission in the 
Republic of South 
Sudan
13,292

Operation Resolute
Support 
Afghanistan
13,223

MNJTF
Multinational 
Joint Task 
Force
10,000

MINUSMA
United Nations Multi-
dimensional Integrated 
Stabilization Mission in 
Mali
10,785

UNAMID
UN/African Union 
Hybrid Mission in 
Darfur
18,599

UNIFIL
UN Interim Force 
in Lebanon
10,689

Source: Center for International Peace Operations8

What are 
the ten 
largest 
internationa
l peace 
operations?

What are 
African and 
European 
contributio
ns to 
internation
al peace 
operations
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Source: Center on International Cooperation9

Number of personnel (police, military experts, troops) in international peace operations,
thousands

AMISOM
African Union 
Mission in 
Somalia
22,130

UNOCI
UN Operation 
in Côte d'Ivoire
7,230

Number of personnel (police, military experts, troops) in 
international peace operations, as of September 2015

UN peacekeeping missions

AU missions Other

AFRICAN AND 
EUROPEAN 
CONTRIBUTIONS 
TO INTERNATIONAL 
PEACE OPERATIONS

WHAT ARE THE TEN  
LARGEST 
INTERNATIONAL 
PEACE OPERATIONS?
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Population size, billions (share of world population)

Source: UN DESA11

How 
will the 
world’s 
populati
on 
evolve?

What’s the 
median age 
in African 
countries 
(2015)?

Source: CIA World Factbook10
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JIHADIST VIOLENCE 
IN AFRICA

Source: Armed Conflict Location and Event Data Project12
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The War in and over Syria: Assad Story

Half of Syria’s pre-war population – at least 10.9 out of 22 million – has fled their 
homes, and over 4 million have left the country. Hundreds of thousands have 
been killed, most of them by Syrian government forces.1 In the summer of 2015, 
UN Syria envoy Staffan de Mistura was called “the man with the toughest job in 
the world.”2

Since then, there has been some progress: Through the Vienna declaration 
and a UN Security Council resolution, key world and regional powers have 
finally agreed on the outline of a peace plan. The plan contains very ambitious 
goals, including democratic elections within 18 months. But the implementation 
process will likely soon show that there is, in reality, not much agreement. With a 
stronger international focus on Syria, and more actors involved, the conflict has 
also gotten even more complicated and protracted than it already was. Jointly 
with Iran, Russia has massively increased its support for President Assad as well 
as the fight against the Syrian opposition. “There is no other solution to the Syrian  
crisis than strengthening the effective government structures and rendering them  
help in fighting terrorism,”3 Russian President Putin argues. Analyses show that a  
majority of Russia’s airstrikes are conducted in areas controlled by the mainstream 
opposition, not in those controlled by the Islamic State. Iran has even begun to 
publicly honor Iranians who die fighting for and with Assad in Syria.4 

For Europeans and Americans, the Assad regime is neither an effective government 
nor is it a legitimate one. As French Foreign Minister Laurent Fabius stressed, “How  
could this man [Assad] unite a population that he has, in large part, helped to  
massacre?”5 Unsurprisingly, for the Syrian opposition, Assad’s removal remains a  
fundamental condition. The critical challenge, then, is to design a process of 
political transition that keeps Russia and Iran as well as the mainstream Sunni 
opposition on board. After the terrorist attacks in Paris, the majority of Western 
governments has already softened their stance vis-à-vis the regime to some 
degree. In Moscow, in December 2015, Secretary of State John Kerry said that 
“the United States and our partners are not seeking so-called ‘regime change.’[…] 
What we have said is that we don’t believe that Assad himself has the ability to be 
able to lead the future Syria.”6

But while there may be hope for a Western-Russian entente on Syria, other key 
factors are complicating the state of play. The fact that, over a period of a few 
weeks, there were three different conferences of self-proclaimed representatives 
of the opposition underscores the difficulty of finding joint positions. And the recent  
fallout between Saudi-Arabia and Iran – after their promising joint participation in  
the Vienna peace talks in the fall – threatens all prospects of even a modest 
rapprochement. It also further exacerbates the confessional fault lines and sectarian 
tensions at play in the Middle East – in Syria and beyond.

“[M]any, including the 
Syrian government, are 
ready to fight to the last 
Syrian in order to force 
the world to recognize 
that their position is the 
right one. […] This is the 
most cynical war I have 
ever encountered.”7 

STAFFAN DE MISTURA,  
30 JULY 2015

“It will be up to Syrians 
to implement a peace, 
and so it should be up 
to Syrians to lead the 
political process. And 
Syrians are abundantly 
clear: Assad cannot 
be part of a future, 
democratic Syria. Only 
by removing Assad can 
we save what remains 
of the Syrian state […].”8  
THE CURRENT AND THREE 
FORMER PRESIDENTS OF 
THE NATIONAL COALITION 
OF SYRIAN REVOLUTION 
AND OPPOSITION FORCES, 
20 NOVEMBER 2015

“We’ve got a coalition 
of 65 countries who 
have been active in 
pushing back against 
ISIL for quite some 
time. […] Russia right 
now is a coalition of 
two, Iran and Russia, 
supporting Assad.”9

BARACK OBAMA, 
24 NOVEMBER 2015

http://gu.com/p/4b4na/stw
http://gu.com/p/4b4na/stw
http://gu.com/p/4edvt/stw
http://gu.com/p/4edvt/stw
http://gu.com/p/4edvt/stw
http://gu.com/p/4edvt/stw
http://gu.com/p/4edvt/stw
http://gu.com/p/4edvt/stw
https://www.whitehouse.gov/the-press-office/2015/11/24/remarks-president-obama-and-president-hollande-france-joint-press
https://www.whitehouse.gov/the-press-office/2015/11/24/remarks-president-obama-and-president-hollande-france-joint-press
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Source: Airwars.org11

Air strikes conducted 
by country in the “Anti-
ISIL Coalition” as of 
December 2015

Source: ORB International12

Do you support or 
oppose international 
coalition airstrikes?
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Source: Institute for the Study of War13

Who is bombing where 
in Syria (November 
2015 snapshot)?

Source: UN; OCHA; UNDP; SCPR14
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FINAL DECLARATION 
ON THE RESULTS OF 
THE SYRIA TALKS IN 
VIENNA AS AGREED 
BY PARTICIPANTS

“Meeting in Vienna, on October 30, 2015, China, Egypt, the EU, France, 
Germany, Iran, Iraq, Italy, Jordan, Lebanon, Oman, Qatar, Russia, Saudi Arabia, 
Turkey, United Arab Emirates, the United Kingdom, the United Nations, and 
the United States [“the participants”] came together to discuss the grave 
situation in Syria and how to bring about an end to the violence as soon as 
possible.

The participants had a frank and constructive discussion, covering major 
issues. While substantial differences remain among the participants, they 
reached a mutual understanding on the following:

1

3

6

8

7

5

9

2

4

Syria’s unity, independence, territorial integrity, and secular character are  
fundamental. 

State institutions will remain intact. 

The rights of all Syrians, regardless of ethnicity or religious denomination, 
must be protected. 

It is imperative to accelerate all diplomatic efforts to end the war. 

Humanitarian access will be ensured throughout the territory of Syria, 
and the participants will increase support for internally displaced persons, 
refugees, and their host countries.  

Daesh, and other terrorist groups, as designated by the UN Security 
Council, and further, as agreed by the participants, must be defeated.  
 
Pursuant to the 2012 Geneva Communique and UN Security Council  
Resolution 2118, the participants invited the UN to convene representatives 
of the Government of Syria and the Syrian opposition for a political process 
leading to credible, inclusive, non-sectarian governance, followed by a new 
constitution and elections. These elections must be administered under 
UN supervision to the satisfaction of the governance and to the highest 
international standards of transparency and accountability, free and fair, 
with all Syrians, including the diaspora, eligible to participate. 

This political process will be Syrian led and Syrian owned, and the Syrian 
people will decide the future of Syria.   

The participants together with the United Nations will explore modalities 
for, and implementation of, a nationwide ceasefire to be initiated on a 
date certain and in parallel with this renewed political process.” 

Source: EEAS15
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Human Security: Refuge Refused?

Never since World War II have more people in the world been forced to flee their 
homes. In 2015, the UNHCR has found, the number of refugees and internally 
displaced persons has crossed the sad record mark of 60 million,1 up from 
42.5 million in 2011 and 51.2 million in 2013.2 In Europe alone, more than 1 million  
refugees and migrants arrived in 2015, according to the International Organization 
for Migration.3 “For an age of unprecedented mass displacement, we need an 
unprecedented humanitarian response and a renewed global commitment to  
tolerance and protection for people fleeing conflict and persecution,”4  then UN  
High Commissioner for Refugees António Guterres pleaded in June 2015.

In early September, when harrowing images of a deceased Syrian toddler on a  
Turkish beach were widely featured in the international press, the plight of refugees  
finally moved to the top of the global political agenda and broke what Pope 
Francis had called “the globalization of indifference.”5

But beyond the outpouring show of support by countless volunteers in many 
European countries, the refugee crisis soon turned into a broader political crisis, 
particularly in Europe. The failure to respond collectively to the large influx of 
refugees raised fundamental questions about the EU’s functioning and its very 
identity. “If Europe fails on the question of refugees, […] then it won’t be the Europe 
we imagine,” Angela Merkel warned her European partners.6 But while the 
German chancellor continued to hold on to her credo “Wir schaffen das” (“We can 
do it”), more and more EU countries started closing their borders, putting at risk 
the free movement within the Schengen area, one of the EU’s most fundamental 
achievements. In many EU member states, the debate on the fair distribution 
of refugees and their integration fuelled nationalist, populist, and anti-European 
Union sentiments. Some countries still object to accept even a tiny share of those 
fleeing war and terror and blame the German chancellor and her supporters for  
unilaterally opening the gates without having a clear strategy how to handle the influx.

The refugee flows across the Mediterranean have dominated the headlines, but 
they only make up a small share of all those forcibly displaced worldwide. Overall, 
developing countries continue to carry the heaviest burden, with nearly 9 out of  
10 refugees fleeing into states of the developing world.7 And almost two thirds of 
all those forced to flee stay within the borders of their own country.8

Forced displacement is thus a critical and global challenge. Beyond the necessary 
management of its short-term consequences, the refugee catastrophe requires a 
comprehensive response that takes on the root causes of forced migration. As UN 
Deputy Secretary-General Jan Eliasson stressed at a conference in Turkey, “our 
ability to respond to migration and refugee movements is being tested as never 
before.”9 So far, the world is collectively failing this test.

“This is, in essence, a  
security crisis. For years  
now, Europeans have 
chosen to pretend that 
wars taking place in 
Syria and Libya were  
somebody else’s prob- 
lem. It’s also a foreign 
policy crisis: At different  
times and for different 
reasons, all of the large  
European states – Britain,  
France, Italy, Germany –  
have blocked attempts 
to create a common 
foreign and defense 
policy, and as a result  
they have no diplomatic  
or political clout.”10 
ANNE APPLEBAUM,  
4 SEPTEMBER 2015

“In many regions war  
and terror prevail. States 
disintegrate. For many 
years we have read 
about this. We have 
heard about it. We have 
seen it on TV. But we 
had not yet sufficiently 
understood that what 
happens in Aleppo and 
Mosul can affect Essen 
or Stuttgart. We have to 
deal with that now.”11 
ANGELA MERKEL,  
25 NOVEMBER 2015

http://www.slate.com/articles/news_and_politics/foreigners/2015/09/europe_refugee_crisis_the_eu_has_failed_to_confront_the_wars_in_syria_and.html
http://www.slate.com/articles/news_and_politics/foreigners/2015/09/europe_refugee_crisis_the_eu_has_failed_to_confront_the_wars_in_syria_and.html
http://www.bundeskanzlerin.de/Content/DE/Rede/2015/11/2015-11-26-rede-merkel-haushalt.html
http://www.bundeskanzlerin.de/Content/DE/Rede/2015/11/2015-11-26-rede-merkel-haushalt.html
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Top 5 nationalities of Mediterranean sea 
arrivals, in 2015, percent
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Health Security: The Plot Sickens

“[O]f all the things that 
could kill more than 10 
million people around the 
world, the most likely is 
an epidemic stemming 
from either natural causes 
or bioterrorism.”9   
BILL GATES,  
9 APRIL 2015

“What allowed the 
[Ebola] virus to rage out 
of control? What are the 
vulnerabilities that might 
let similar, or even worse, 
events threaten the 
world? […] Most agree 
that the lack of public 
health capacities and 
infrastructures created 
the greatest vulnerability.”11

MARGARET CHAN,  
13 AUGUST 2015

“The emergence and 
spread of microbes with 
the potential to cause 
pandemics and the rise 
of drug resistance, 
including Antimicrobial 
Resistance (AMR), are 
significant concerns. […] 
No single nation can act  
alone on such trans-
national threats.”10   
UK NATIONAL SECURITY 
STRATEGY AND STRATEGIC 
DEFENCE AND SECURITY 
REVIEW 2015

Because of their threat to human health, to economies, and to the stability of 
states as a whole, lapses in health security can become issues of international 
security. The 2014 Ebola outbreak, which threatened to destabilize large parts  
of West Africa but was eventually contained after more than 11,000 deaths, was the  
latest major example of this. 

Ever since the “Black Death” reduced Europe’s population by one-third in the 
14th century, states have recognized the catastrophic threat diseases can pose 
and have sought to protect their inhabitants from deadly outbreaks.1 Even so, 
the 1918 to 1920 Spanish influenza killed at least 50 million people,2 the 1957 
Asian flu some two million,3 and the 1968 pandemic about one million.4 In 2009, 
pandemic influenza (the H1N1 “swine flu”) infected up to 200 million people5 
but was luckily of low lethality, with between 151,700 and 575,400 deaths.6 In 
addition to the human toll, major outbreaks can also have significant impacts on 
economies and pose a political risk to governments, particularly those in fragile 
states that fail to control the disease.

Today, risks to our collective health security include pandemics such as influenza;  
the increasing failure of antibiotics to treat infections; bioterrorism; and polio, which  
is almost eradicated from nature but remains in two fragile states and continues  
to threaten polio-free countries (as happened in 2003/4 when it spread from Northern  
Nigeria to 19 other countries).7 These risks are exacerbated by an increase in refugee  
and conflict-affected populations, which have restricted access to health services; 
climate change, which is associated with a spread of severe dengue fever outbreaks  
from seven to 100 countries by increasing the mosquito habitat; and demographic 
change that leads to closer human-animal interaction and the development of new 
influenza strains. These risks are further magnified by increased air travel and an 
increasing global shortage of healthcare workers.

Moreover, many states lack the necessary systems, required by the International 
Health Regulations, that would enable them to identify and manage infectious 
disease within their borders so as not to pose a risk beyond them. This applies, 
in particular, to states affected by or recently emerged from conflict, as was the 
case with Ebola in West Africa. The international spread of Ebola was relatively 
easily contained because the disease is transmitted only by contact with patient 
body fluids. But this is not the case with airborne diseases such as flu. These 
diseases require strong health systems that provide access to health services 
and that can rapidly detect and respond to an outbreak, thus limiting the risk of  
international spread. As German Chancellor Merkel said last year, “increasingly 
the health of one person is also the health of others.”8 Because they cannot be  
predicted with certainty, outbreaks are like other critical security risks – they occur 
when unexpected, and the best defense is being prepared.

http://www.nejm.org/doi/full/10.1056/NEJMp1502918?utm_source=health.charybd.com&utm_medium=
link&utm_compaign=article&
http://www.nejm.org/doi/full/10.1056/NEJMp1502918?utm_source=health.charybd.com&utm_medium=
link&utm_compaign=article&
http://www.who.int/dg/speeches/2015/ebola-briefing-security-concil/en/
http://www.who.int/dg/speeches/2015/ebola-briefing-security-concil/en/
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/478936/52309_Cm_9161_NSS_SD_Review_PRINT_only.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/478936/52309_Cm_9161_NSS_SD_Review_PRINT_only.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/478936/52309_Cm_9161_NSS_SD_Review_PRINT_only.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/478936/52309_Cm_9161_NSS_SD_Review_PRINT_only.pdf


43

MUNICH SECURITY REPORT 2016

THE CONSEQUENCES 
OF A DELAYED 
RESPONSE:  
THE 2014/15 EBOLA 
CRISIS

LOCAL ORIGIN, 
GLOBAL SPREAD: THE 
SARS PANDEMIC

PROBLEM TODAY, 
CRISIS TOMORROW:
THE GLOBAL IMPACT 
OF ANTIMICROBIAL 
RESISTANCE (AMR)

FRAGILE STATES AND 
GLOBAL INFECTIOUS 
DISEASE THREATS

DEATHS ATTRIBUTABLE 
TO ANTIMICROBIAL 
RESISTANCE (AMR)

The Severe Acute Respiratory Syndrome (SARS) outbreak, 2002/03

Source: Chatham House; WHO; Lee and McKibbin, Brookings12

The spread of two antibiotic resistant bacteria since 1996

Source: Chatham House; Nature; Review on Antimicrobial Resistance13

Source: Chatham House; CDC14

Reported Ebola cases in West AfricaThe 2014/15 Ebola crisis
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Climate Security: The Heat is on

“Combating global 
warming is […] an 
essential condition to 
provide the whole world 
with food and water, to 
save biodiversity and 
protect health, to combat 
poverty and mass 
migration, to discourage 
war and foster peace, 
and, at the end of the 
day, to give sustainable 
development and life a 
chance.”7 
LAURENT FABIUS,  
30 NOVEMBER 2015

• “This Agreement […] aims to strengthen the global response to the threat 
of climate change, […] including by: Holding the increase in the global 
average temperature to well below 2°C above pre-industrial levels and 
to pursue efforts to limit the temperature increase to 1.5°C above pre-
industrial levels.” 

• “Each Party shall communicate a nationally determined contribution every 
five years.” 

• “Parties aim to reach global peaking of greenhouse gas emissions as 
soon as possible, recognizing that peaking will take longer for developing 
country Parties.” 

• “[D]eveloped country Parties should continue to take the lead in 
mobilizing climate finance.” 

• “[A]n enhanced transparency framework for action and support, with built-
in flexibility which takes into account Parties’ different capacities and builds 
upon collective experience is hereby established.” 

• “Parties recognize the importance of averting, minimizing and addressing 
loss and damage associated with the adverse effects of climate change, 
including extreme weather events and slow onset events.”6

“Climate change is an urgent and growing threat to our national security, contributing 
to increased natural disasters, refugee flows, and conflicts over basic resources like 
food and water,”1 the 2015 US National Security Strategy proclaimed. In addition to 
the US, about 70 percent of nations worldwide explicitly qualify climate change as a 
national security concern.2 As a 2015 Pew survey revealed, climate change tops the 
list of issues that citizens around the world are “very concerned” about (46 percent).3

Climate change is a very particular kind of threat. For low-lying countries, it is an  
existential danger. To most societies, it is a threat multiplier: An increase in extreme 
meteorological events, droughts, and land degradation as well as the sea-level 
rise can and do exacerbate political fragility and resource disputes, increase 
economic hardship and mass migrations, and magnify ethnic tensions and civil 
strife. Economic costs have also been rising. Allianz, an insurance company, found 
that nine of the ten largest insured flood losses have occurred in the past 15 years. 
Losses from floods will further increase, especially in the fast-growing coastal cities 
of Asia. In 2005, the top ten cities exposed to coastal flooding were all in the US, 
the Netherlands, and Japan. In 2070, eight of the top ten are projected to be in Asia.4

The landmark climate deal signed in Paris in December 2015, a big achievement 
of French diplomacy, reflects a shared global sense of urgency – and represents 
a major shift in approaching big issues. “The new kind of global governance that 
the Paris agreement exemplifies, which substitutes rolling processes for fixed rules, 
is far better suited to the kinds of global problems we face today,” Anne-Marie 
Slaughter argues.5 But implementation is key – and uncertain. 

KEY PASSAGES 
OF THE PARIS 
AGREEMENT 
(DECEMBER 2015)

http://www.diplomatie.gouv.fr/en/french-foreign-policy/climate/2015-paris-climate-conference-cop21/article/paris-2015-cop-21-speech-by-laurent-fabius-french-minister-of-foreign-affairs
http://www.diplomatie.gouv.fr/en/french-foreign-policy/climate/2015-paris-climate-conference-cop21/article/paris-2015-cop-21-speech-by-laurent-fabius-french-minister-of-foreign-affairs
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A REGION UNDER 
WATER STRESS?

HOW HAS THE 
NUMBER OF WEATHER- 
RELATED LOSS EVENTS 
CHANGED OVER TIME?

WHO IS MOST 
AFFECTED BY 
WEATHER-RELATED 
LOSS EVENTS?

HOW HAS THE NUMBER 
OF WEATHER-RELATED 
LOSS EVENTS 
CHANGED OVER TIME 
(1980-2015)?
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Note on the data: The increasing number of registered events over time is to a large extent 
influenced by improvements in reporting of smaller loss events over the period displayed. 
While the influence of climatic changes on the growing numbers has so far been of lesser 
effect than the improved reporting, its relevance is increasing.

Number of events worldwide

Source: Munich Re, NatCatSERVICE8

Number of fatalities 
without famine

Direct economic losses in 2014 values, USD billions, 
adjusted to inflation based on individual country CPI

Source: Munich Re, NatCatSERVICE9
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Future Warfare: Race Against the Machines

Some analysts have long argued that future conflict would be fought in the cyber 
realm. Others have objected and pointed out that few known cyber attacks have 
actually damaged physical infrastructure.1 Nor have cyber attacks taken a direct 
toll on human lives. Arguably, so far, the most important damage cyber attacks 
have done has been the breach of government, corporate, or private data. Yet 
recent news reports on an attack against a Ukrainian utility, which reportedly took 
down a major power grid and affected 700,000 households,2 underline the need 
to review network defenses against possible attacks of this sort. 

While Ukrainian authorities have blamed Russia for the attacks, attribution is difficult 
even though states have become better at identifying perpetrators.3 But as efforts to 
deter them from using cyber weapons often remain futile, states may become 
increasingly willing to engage in cyber arms control.4 In an important first step, 
the United States and China agreed in September of 2015 “that neither country’s 
government will conduct or knowingly support cyber-enabled theft of intellectual 
property, including trade secrets or other confidential business information, with the 
intent of providing competitive advantages to companies or commercial sectors.”5 
But agreements like this – if they are adhered to at all – do not cover government 
data or digital weapons.

States and nonstate actors have also pushed for the regulation of lethal autonomous  
weapons systems (“LAWS”), or what the public often refers to as “killer robots.” 
Several armies already rely on robots to dispose of explosives, while numerous 
police departments have bought armed robots and some companies have 
developed automated turrets capable of identifying, tracking, and shooting targets.6 

US drones, remotely controlled by soldiers in cubicles in a Nevada desert, fly  
attacks on targets in Yemen or Pakistan. Progress made in artificial intelligence might  
eventually result in machines acting on the battlefield without any human control  
or approval.

The advent of such “killer robots” comes with profound ethical dilemmas. What do  
they mean for humanitarian law? Just as physicists warned about nuclear weapons  
in the 1940s, experts in artificial intelligence urge policymakers to take action in  
order to prevent an arms race in this field. While some experts maintain that 
increasing automation may save human lives (if it remains at human discretion),7  
others oppose it in general. The United Nations, within the framework of the 
Convention on Certain Conventional Weapons (CCW), has begun to address the 
issue.8 But will humankind win the race against the machines? 

“In fact, the next 
prominent terrorist 
organization will be 
more likely to have 
extensive digital 
operations than control 
physical ground.”9

JARED COHEN,  
NOVEMBER 2015

“You’ll also have a high 
degree of human-
machine collaboration, 
like free-style chess, in 
which machines, using 
big data analytics and 
advanced computing, 
will inform human 
decision makers on 
the battlefield to make 
better decisions than 
humans can do alone 
or machines can do 
alone. […] So the future  
of combat, we believe, 
is going to be charac-
terized by a very high 
degree of human-
machine symbiosis 
[…].”10

BOB WORK,  
22 JUNE 2015

https://www.foreignaffairs.com/articles/middle-east/digital-counterinsurgency
https://www.foreignaffairs.com/articles/middle-east/digital-counterinsurgency
http://www.defense.gov/News/Speeches/Speech-View/Article/606683/china-aerospace-studies-institute
http://www.defense.gov/News/Speeches/Speech-View/Article/606683/china-aerospace-studies-institute
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SELECTED MEGA 
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EXCERPTS FROM 
“AUTONOMOUS 
WEAPONS: AN  
OPEN LETTER FROM 
AI & ROBOTICS 
RESEARCHERS”
(JULY 2015)

WHAT AMERICANS 
THINK: HOW DO YOU 
FEEL ABOUT THE 
TREND TOWARD 
USING COMPLETELY 
AUTONOMOUS 
ROBOTIC WEAPONS 
IN WAR?

“Autonomous weapons select and engage targets without human inter- 
vention. […] Artificial Intelligence (AI) technology has reached a point 
where the deployment of such systems is – practically if not legally – 
feasible within years, not decades, and the stakes are high: autonomous 
weapons have been described as the third revolution in warfare, after 
gunpowder and nuclear arms. 

Many arguments have been made for and against autonomous weapons,  
for example that replacing human soldiers by machines is good by reducing  
casualties for the owner but bad by thereby lowering the threshold for 
going to battle. The key question for humanity today is whether to start 
a global AI arms race or to prevent it from starting. If any major military 
power pushes ahead with AI weapon development, a global arms race 
is virtually inevitable, and the endpoint of this technological trajectory is  
obvious: autonomous weapons will become the Kalashnikovs of tomorrow. 
Unlike nuclear weapons, they require no costly or hard-to-obtain raw 
materials, so they will become ubiquitous and cheap for all significant 
military powers to mass-produce. It will only be a matter of time until they 
appear on the black market and in the hands of terrorists, dictators wishing  
to better control their populace, warlords wishing to perpetrate ethnic  
cleansing, etc. Autonomous weapons are ideal for tasks such as 
assassinations, destabilizing nations, subduing populations and selectively 
killing a particular ethnic group. We therefore believe that a military AI arms  
race would not be beneficial for humanity. There are many ways in which  
AI can make battlefields safer for humans, especially civilians, without 
creating new tools for killing people. […]

In summary, we believe that AI has great potential to benefit humanity in 
many ways, and that the goal of the field should be to do so. Starting a 
military AI arms race is a bad idea, and should be prevented by a ban 
on offensive autonomous weapons beyond meaningful human control.”

Source: Future of Life Institute13

Opinion poll, May 2015, percent

Source: DataBreaches.net; IdTheftCentre; informationisbeautiful.net; hackmageddon.comx
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WHICH COUNTRIES 
POSSESS MEDIUM- 
TO HIGH-ALTITUDE, 
LONG-ENDURANCE 
DRONES?

Source: New America14

WHICH COUNTRIES 
POSSESS MEDIUM-
HIGH ALTITUDE, LONG 
ENDURANCE 
DRONES?

Countries possessing Tier II and Tier II+ 
drones: high-altitude, long-endurance 
drones like the Global Hawk

Countries possessing Tier II drones: 
medium-altitude, long-endurance 
drones like the Reaper or the Predator



Source: TEAL Group; McKinsey16
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Future warfare: Is the proliferation of civilian UAVs driving the military?
The public tends to associate future warfare and autonomous weaponry 
with unmanned air vehicles (UAVs), especially medium-sized and large 
drones. These military UAVs were traditionally developed and pushed by  
defense players, who cracked the massive costs of initial research. However, 
thanks to advances in computing, sensors, autonomous flight functionality, 
propulsion, and battery technology, small UAVs are on the rise. Civilian 
applications are booming, and the commercial industry is taking the lead in 
small UAV development. Today, more than 3.5 million consumer UAVs fill the 
skies. Small civilian UAVs with payloads of 5 kg and more can be purchased 
for as little as USD 2,000.15 As their numbers grow, the economies of scale 
of mass production will further lower costs. The boom in civilian UAVs is also 
accelerating research and innovation.

As a result, technology that was previously only available to high-tech armies 
can now be obtained by every player on the battlefield. Civilian UAVs operated  
for military or especially paramilitary purposes could increasingly find their  
way into conflict situations, resulting in a balancing of tactical reconnaissance 
and surveillance capabilities. This situation will reduce the competitive advantage  
of high-tech armies and create potential threats to public air space.

Weapons based on civilian and consumer UAVs are at the cusp of widespread  
proliferation. Security providers and armed forces need to understand what 
civil innovations and products are relevant for their applications, as well as 
what threats low-priced civilian UAVs pose in the wrong hands. Just how critical  
is UAV proliferation, and how can UAV defense capabilities evolve in response? 
Regulators and policymakers, in turn, must determine the right level of control 
and regulation, including incentives that appropriately balance innovation, growth,  
and safety. In addition to identifying necessary regulations today, decision makers 
will need to ensure that policy keeps up with the speed of technological 
advancement.

Source: McKinsey

HOW DOES GLOBAL  
UAV PRODUCTION 
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Cyber security for 
emerging countries –
what does the 
environment look like?

Critical national infrastructure

New types of attackers

1. State-sponsored actors: cyber armies 
with ample resources and skills

2. Terrorists: emerging threat with limited 
resources and skills so far – currently 
mainly online for propaganda and 
recruiting, but this is likely to change 
within 5 years

3. Political hacktivists: high on skill and 
limited on resources – so far have not 
damaged CNI, but focused on 
defacing and DDoS attacks

Changing nature of the threat

1. Advanced persistent threat – silent 
extraction or compromise of data; 
ability to destroy system, e.g., police 
network, if necessary

2. Distributed denial of service (DDoS) –
outage caused by overload, e.g., of 
ATM network

3. Compromised patch attack – particu-
larly suitable for supply networks such 
as power grids

4. Brute-force attacks to penetrate poorly 
protected systems across all sectors

5. Phishing for credentials to undermine 
the trust in financial system, e.g., micro-
payments

New types of attacks

Supply networks – embedded systems

Characteristics

 Legacy hardware, outdated security 
patches, no spare capacity for new 
security layers

Emerging-economy-specific

 Underfunded; rarely leading technology

 Often poorly configured and maintained

Financial services – transactional 
systems and payment engines

Characteristics

 Usually more modern and better 
maintained than supply networks

 Small outages can have devastating 
effects

Emerging-economy-specific

 Mobile payment often rests on com-
munication infrastructure, different class 
of resilience than pure payment systems

Public sector – administrative systems

Characteristics

 High levels of technical protection

 Dual use of military-grade technology

Emerging-economy-specific

 Systems focused on police and 
intelligence purposes

 Systems for protection of public order 
underprotected
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Future warfare: What do cyber attacks mean for emerging nations?
Ownership of connected devices grew at a double-digit rate last year. 
As information technology permeates every aspect of life, cyber attacks 
become more common. Attacks targeting not only on commercial data but 
also critical national infrastructure (CNI) are a real possibility. Industrialized 
nations invest billions of dollars into cyber capabilities, but emerging nations 
on the other side of the “cyber divide” are unable to devote similar amounts 
as a percentage of GDP, let alone in absolute terms.

The development of emerging-market countries depends on reliable 
access to basic CNI: services such as electricity, water, public security,  
or banking. The underlying systems for these services rely heavily on 
IT. As the case of a hacked mobile payment system in Kenya shows, 
solutions in the new connected world may be less resilient than traditional 
ones, making them attractive targets for attackers.
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Books

JOHN BEW: Realpolitik
A History
This eye-opening book recasts and disentangles the origins 
of the widely misused and ideologically overloaded term 
“realpolitik.” John Bew helps readers better understand 
this critical concept that continues to shape foreign-policy 
debates around the world.

IAN BREMMER: Superpower
Three Choices for America’s Role in the World
Ian Bremmer sketches out three scenarios for America’s 
future role in the world: an “Independent America,” a 
“Moneyball America,” and an “Indispensable America.” He 
lays out the case both for and against all three – and asks 
his readers: what role do you think America should play in 
the world?

JEAN-MARIE GUÉHENNO: The Fog of Peace
A Memoir of International Peacekeeping in the 21st 
Century
Drawing on his vast practical knowledge and experience 
on the ground, the former head of UN peacekeeping 
operations offers an unparalleled and at times critical first- 
hand account of the opportunities and uncertainties 
surrounding 21st century peacekeeping activities. 

ANDERS ÅSLUND: Ukraine
What Went Wrong and How to Fix It
In his timely analysis, economist Anders Åslund traces 
Ukraine’s troublesome evolution as a market economy and 
draws up a detailed and cautiously optimistic road map 
for the war-torn country. He makes the case for “radical, 
comprehensive, and front-loaded reforms” bolstered by 
broad Western economic assistance.

THOMAS J. CHRISTENSEN: The China Challenge
Shaping the Choices of a Rising Power 
China expert, scholar, and practitioner Thomas J. Christensen 
calls for a balanced strategy towards the rising superpower 
China. His recipe to deal with the rise of China is based 
on “an unusual mix of strength and toughness on the 
one hand and a willingness to reassure and listen to the 
Chinese on the other.”

FIONA HILL/CLIFFORD G. GADDY: Mr. Putin
Operative in the Kremlin 
Russia experts Fiona Hill’s and Clifford Gaddy’s “contextual 
portrait” of Putin’s personal and political persona corrects 
wide-spread misconceptions about the current Russian  
regime of personalized power. The updated volume, 
questioning the regime’s long-term viability, marks an 
important addition to the debate about Russia’s future.

Book covers are  
reprinted by 
permission of the 
respective publisher.1

https://global.oup.com/academic/product/realpolitik-9780199331932?cc=de&lang=en&
http://www.penguinrandomhouse.com/books/317022/superpower-by-ian-bremmer/9781591847472/
http://www.brookings.edu/research/books/2014/fog-of-peace
http://bookstore.piie.com/book-store/7014.html
http://books.wwnorton.com/books/The-China-Challenge/
http://www.brookings.edu/research/reports2/2015/01/mr-putin
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ALEX PERRY: The Rift
A New Africa Breaks Free
Painting a vivid picture, Perry takes his readers on a journey 
through today’s Africa. Through numerous anecdotes, 
he criticizes the inefficiency and self-interest of Western 
assistance and uncovers a rift between Africa’s rise and a  
world unwilling to comprehend this rise – an important addition  
to the understanding of the fastest-growing continent.

WILLIAM MCCANTS: The ISIS Apocalypse
The History, Strategy, and Doomsday Vision of the Islamic 
State
Drawing on original documents in Arabic, including emails 
and strategy documents, McCants analyzes the Islamic 
State’s success in attracting followers, conquering parts of  
Iraq and Syria, and becoming the most feared jihadist group 
in the world.

CHARLES R. LISTER: The Syrian Jihad
Al-Qaeda, the Islamic State and the Evolution of an 
Insurgency
Based on in-depth research among Syrian insurgents, the 
author analyzes the emergence of jihadist groups in Syria 
since the beginning of the uprising against Bashar al-Assad’s 
regime. He traces their development, the sources of their 
strength and their place within the larger world of jihadism.

CHRISTOPHER COKER: Future War
In this thoughtful essay, Christopher Coker invites readers 
to think about potential shapes and forms armed conflict 
might take in the future. Bringing together insights from 
philosophy, science, and popular culture, Coker offers, as he  
modestly puts it, “a few speculations about what the future 
may have in store.” 

MICAH ZENKO: Red Team
How to Succeed By Thinking Like the Enemy
Uncovering the successes and failures of “red teaming,” 
Micah Zenko shows how to develop winning strategies by 
conducting vulnerability probes, simulations, and alternative 
analyses. The book is an original take on how to improve 
one’s performance by welcoming a view from outside – for 
policymakers and business leaders alike. 

PHILIP E. TETLOCK/DAN GARDNER: Superforecasting
The Art and Science of Prediction
Based on the findings of Tetlock’s 20-year study, which singled  
out a non-expert group of “superforecasters” who persistently 
outperformed renowned specialists, the book suggests that  
foresight is not a gift but stems from a certain way of thinking. 
It also provides practical advice on how to improve and 
cultivate one’s own prediction skills.

http://www.hurstpublishers.com/book/the-syrian-jihad/
http://www.hachettebookgroup.com/titles/alex-perry/the-rift/9780316333771/
http://us.macmillan.com/theisisapocalypse/williammccants
http://www.cfr.org/defense-and-security/red-team/p36481
http://crownpublishing.com/news/superforecasting-art-science-prediction-philip-e-tetlock-dan-gardner/#.VpjAaMpgEsg
http://www.polity.co.uk/book.asp?ref=9781509502318
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Reports RAND CORPORATION: The Islamic State We Knew 
Insights Before the Resurgence and Their Implications
What was known about the Islamic State before its resur- 
gence? Drawing on the work of various analysts and 
researchers as well as IS documents, this report analyzes 
what publicly available information could have taught us 
about the terrorist group by the end of 2011 and how 
these insights can help counter it today.

PANEL OF EMINENT PERSONS: Back to Diplomacy  
Final Report of the Panel of Eminent Persons on European 
Security as a Common Project
This report, mandated by the OSCE troika, calls for a 
diplomatic process that systematically tackles key problems 
of the European peace order and recommends short- and 
medium-term measures to reconsolidate European security, 
including enhanced agreements to avoid military accidents.

ADELPHI, INTERNATIONAL ALERT, THE WILSON 
CENTER, EUISS: A New Climate for Peace  
Taking Action on Climate and Fragility Risks
This report, commissioned by the G7, identifies seven 
climate-fragility risks expected to pose serious threats to 
the stability of states and societies. Based on a detailed 
assessment of existing policies, the authors make the case 
for concrete action by the G7 towards greater resilience.

INTERNATIONAL CRISIS GROUP: Iran After the 
Nuclear Deal  
The nuclear accord with Iran was undoubtedly one of the most 
significant foreign policy events in 2015. But what it actually 
means for domestic politics in Iran is far from clear. According 
to this report, any changes in Iran will likely be arduous, slow, and 
modest. The authors warn that “undue external interference” 
could threaten to undermine the domestic reform process.

THE CHICAGO COUNCIL ON GLOBAL AFFAIRS:  
America Divided: Political Partisanship and US 
Foreign Policy 
US public opinion on specific foreign policy issues is often 
divided along party lines, the 2015 Chicago Council survey 
finds. According to the authors of this report, this can mainly 
be traced back to differing interpretations of how the US can 
best advance its interests in an increasingly volatile world.

ATLANTIC COUNCIL: Hiding in Plain Sight 
Putin’s War in Ukraine 
As the fighting in Eastern Ukraine persists, the Kremlin 
continues to deny its involvement in the hostilities. Based on 
open source information, the authors of this Atlantic Council 
report provide clear evidence of Russia’s direct military role in 
the war in Ukraine and call for scaled-up Western resources 
towards unveiling and countering the Russian threat. 

http://www.osce.org/networks/205846
http://www.rand.org/pubs/research_reports/RR1267.html
https://www.newclimateforpeace.org/
http://www.crisisgroup.org/en/regions/middle-east-north-africa/iraq-iran-gulf/iran/166-iran-after-the-nuclear-deal.aspx
http://www.thechicagocouncil.org/publication/america-divided-political-partisanship-and-us-foreign-policy
http://www.atlanticcouncil.org/publications/reports/hiding-in-plain-sight-putin-s-war-in-ukraine-and-boris-nemtsov-s-putin-war
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DANISH INSTITUTE FOR INTERNATIONAL STUDIES:  
Preparing for NATO’s Warsaw Summit 
The Challenges of Adapting to Strategic Change
In her new report, Trine Flockhart urges NATO leaders to dare 
to think big and out of the box on NATO’s future role. With a 
view to the upcoming summit in Warsaw, she suggests that 
NATO’s most urgent task is to prepare for the coming multi-
order world and assesses how well it is positioned to do so.

MCKINSEY & COMPANY: McKinsey on Government
Special Issue: Defense 
Although geopolitical tensions have increased this year, the 
decline in defense spending in core Western markets is 
accelerating, as this McKinsey on Government report points 
out. In several analyses and interviews with select senior 
officials, the report sheds light on these and other major 
trends in the defense sector.

NUCLEAR THREAT INITIATIVE: Rising Nuclear 
Dangers: Assessing the Risk of Nuclear Use in the 
Euro-Atlantic Region 
According to this NTI report, the risk of nuclear weapons use 
in the Euro-Atlantic region today is higher than at any point 
since the end of the Cold War. The report explores ten key 
factors that significantly contribute to this heightened risk, 
including a deficit of trust and domestic political imperatives.

STIFTUNG WISSENSCHAFT UND POLITIK: 
Geoeconomics Meets Geopolitics  
China’s New Economic and Foreign Policy Initiatives
China's launch of various economic and foreign policy 
initiatives is likely to have implications far beyond East Asia, 
the two authors of this SWP report argue. Besides giving 
an overview of the major initiatives, the report also provides 
recommendations for a European response.

THE GERMAN MARSHALL FUND OF THE UNITED 
STATES: Longstanding Partners in Changing Times 
Report of the Task Force on the Future of German-American 
Relations 
More than ever, transatlantic relations matter. This report 
by an interdisciplinary group of experts reassesses the 
fundamentals of the transatlantic relationship and makes 
recommendations for strengthening bilateral ties. 

WORLD ECONOMIC FORUM: Global Risks 2016 
Drawing on the perspectives of numerous experts and 
decision makers, the 11th edition of the Global Risks report 
by the World Economic Forum sheds light on today’s 
global risk landscape. Beyond mapping the most likely 
and impactful risks, such as extreme weather events and 
interstate conflict, the report also looks at their causes and 
potential solutions.1

http://www.mckinsey.com/client_service/public_sector/latest_thinking/mckinsey_on_government/mckinsey_on_defense_winter_2014
http://www.nti.org/analysis/reports/rising-nuclear-dangers-assessing-risk-nucelar-use-euro-atlantic-region/
http://www.swp-berlin.org/en/publications/swp-comments-en/swp-aktuelle-details/article/china_geoeconomics_meets_geopolitics.html
http://www.gmfus.org/publications/longstanding-partners-changing-times
http://reports.weforum.org/global-risks-2016/
http://www.diis.dk/node/6153
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Events 2016

28

24-31

MSC KICKOFF – Berlin, Germany

AU SUMMIT – Addis Ababa, Ethiopia

JANUARY

10-11

12-14

 
18-19

26

 
 

NATO DEFENSE MINISTERS MEETING – Brussels, Belgium

MUNICH SECURITY CONFERENCE 2016 – Munich, Germany 
(incl. various MSC Roundtables)

EUROPEAN COUNCIL MEETING – Brussels, Belgium

ELECTIONS FOR THE IRANIAN PARLIAMENT AND ASSEMBLY 
OF EXPERTS – Iran

FEBRUARY

17-18

31-1 
April

EUROPEAN COUNCIL MEETING – Brussels, Belgium

NUCLEAR SECURITY SUMMIT – Washington D.C., United States

MARCH

19-20

23-24

26-27

NATO FOREIGN MINISTERS MEETING – Brussels, Belgium

WORLD HUMANITARIAN SUMMIT – Istanbul, Turkey

G7 SUMMIT – Shima, Japan

MAY

3-5

23-24 
 

23-24

30-2 
July

IISS SHANGRI-LA DIALOGUE – Singapore

SHANGHAI COOPERATION ORGANISATION SUMMIT – 
Tashkent, Uzbekistan

EUROPEAN COUNCIL MEETING – Brussels, Belgium

MUNICH YOUNG LEADERS REUNION – Warsaw, Poland

JUNE

7

8-9

15-16

MSC EUROPEAN DEFENCE ROUNDTABLE – Warsaw, Poland

NATO SUMMIT – Warsaw, Poland

ASEM SUMMIT – Ulaanbaatar, Mongolia

JULY

14-15 

16-17

MSC CORE GROUP MEETING – Addis Ababa, Ethiopia 
(incl. various MSC Roundtables)

TANA HIGH-LEVEL FORUM ON SECURITY IN AFRICA –  
Bahir Dar, Ethiopia

APRIL
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4-5

6-9

20

G20 SUMMIT – Hangzhou, China

ASEAN SUMMIT – Vientiane, Laos

UNITED NATIONS GENERAL ASSEMBLY, OPENING DATE OF 
THE GENERAL DEBATE – New York, United States

SEPTEMBER

9-11

20-21

tbd

WORLD HEALTH SUMMIT – Berlin, Germany

EUROPEAN COUNCIL MEETING – Brussels, Belgium

MSC CORE GROUP MEETING – Beijing, China

OCTOBER

7-18 

8

UNITED NATIONS CLIMATE CHANGE CONFERENCE – 
Marrakesh, Morocco

US PRESIDENTIAL ELECTION – United States

NOVEMBER

4-6

8-9

15-16

MUNICH STRATEGY FORUM – Elmau, Germany

OSCE MINISTERIAL COUNCIL – Hamburg, Germany

EUROPEAN COUNCIL MEETING – Brussels, Belgium

DECEMBER

Feb MUNICH SECURITY CONFERENCE – Munich, Germany 
3-5 February 2017

OUTLOOK ON 2017

tbd

29

MSC CYBER SECURITY SUMMIT – United States

MSC ENERGY SECURITY ROUNDTABLE – Stavanger, Norway

AUGUST
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